OFFICE OF THE GOVERNOR
HAGATNA, GUAM 96910
U.S.A.

EXECUTIVE ORDER NO. 2014- 19

RELATIVE TO ESTABLISHING THE
GUAM CYBER SECURITY WORKING GROUP

WHEREAS, attacks and threats within cyberspace and to information
security are emergent concerns globally; and

WHEREAS, securing government as well as private sector data protected
by federal and local statutes, critical communications and information
infrastructure is a significant security priority of the Calvo-Tenorio
administration; and

WHEREAS, an advisory governance and authority structure for cyber
security is necessary in order to assist the government and stakeholders in
keeping technologies safe from disruption, unauthorized access, or other kinds of
interference; and

WHEREAS, the residents of Guam will best be served by a cyber security
working group whose mandate shall be, in part, to develop an interdisciplinary
approach among all levels of government and in collaboration with the private
sector strategic policy recommendations to improve the island’s cyber security
posture.

NOW, THEREFORE, I, EDDIE BAZA CALVO, I Maga'lihen Gudihan,
Governor of Guam, by virtue of the authority vested by the Organic Act and
laws of Guam do hereby order and direct as follows:

1. Creation of the Guam Cyber Security Working Group. There is
hereby established and created within the Guam Homeland Security/Office of
Civil Defense, and in collaboration with the Office of Technology, the Guam




Cyber Security Working Group (GCSWG), which shall consist of a representative
from the following Government of Guam departments and agencies:

Guam Homeland Security/Office of Civil Defense;
Department of Administration / Office of Technology;
Department of Revenue and Taxation;

Guam Police Department;

Guam Fire Department; and

Department of Public Health and Social Services
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An invitation to participate in the GSWG may also be extended to other
appropriate Government of Guam agencies, U.S. Government agencies, and
private business on Guam, including;:
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Department of Military Affairs - Guam National Guard;
Guam Power Authority;

Guam Waterworks Authority;

Guam International Airport Authority;

Guam Department of Education;

Port Authority of Guam;

Office of the Attorney General;

Joint Region Marianas;

Joint-Task Force/Homeland Defense (USPACOM)
Federal Bureau of Investigation;
Telecommunications firms; and

Financial institutions.

Duties of the GCSWG. The duties of the GCSWG shall include,

but are not limited to, the following;:

a.

To provide strategic policy recommendations and a comprehensive

approach on how best to defend and secure critical and sensitive

government and private sector information and communications
infrastructure;

b.
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To promote cyber security awareness and digital literacy;
To assist the HSA, CTO, and GCSWG in creating or enhancing

shared situational awareness of network vulnerabilities, threats and how
to reduce current vulnerabilities and threats and prevent intrusions; and




d. To assist the HSA, CTO and GCSWG in expanding cyber security
education, coordination and research strategies to address cyber security
on Guam.

3. GCSWG Executive Committee. An Executive Committee
consisting of the following members is established: (a) the Governor’s Homeland
Security Advisor; (b) the Chief Technology Officer; and (c) the Chief of the Guam
Police Department.

The Governor shall appoint a Chair and Co-Chair of the GCSWG who
shall also serve as Chair and Co-Chair of the GCSWG Executive Committee.

4. Subcommittees. The GCSWG may establish subcommittees to
advise the GCSWG on specific issues. The GCSWG shall review the
recommendations of the subcommittees and may establish rules, regulations,
and policies for its governance.

5. Meetings. The GCSWG shall meet, at a minimum, each quarter at
the call of the Chair or Co-Chair. Additionally, the Chair or Co-Chair may call
meetings whenever necessary.

SIGNED AND PROMULGATED at Hagatfia, Guam this _12th day of
December, 2014.

EDDIE'BAZA CALVO
I Maga’Lihen Gudhan
Governor of Guam




